Instructions to Acquire PKI software (Entrust)

I. Take the PKI Security Training in SATERN

a. Login to SATERN:
https://satern.nasa.gov/elms/learner/login.jsp
b. Click on the Catalog tab.
c. Select the IT Security option on the left side of the mini window.

d. On the right side of the mini window, go to Page 2.

e. Scroll down and select on the Public Key Infrastructure class.

f. Take the class; it will take approximately 30 minutes to complete.

g. Once completed, print out the certificate and keep it with you.

II. Fill out GSFC 24-51: PKI Certificate Request Form (attached with this email)
a. All requestors will fill out steps 1-22.
b. Do not fill out steps 23-26.

c. For steps 27-41:

i. If you are a Civil Servant, do not complete steps 40-41. Have your Division Chief sign for approval.

ii. If you are a contractor, have the COTR sign for approval.

III. Read the documents located at http://nasaca.nasa.gov/docs.html. When you go to the next step, you will be required to sign a document stating that you’ve read and understand the documents at that link.
IV. Take both the SATERN Training Certificate from I. and Form 24-51 to the GSFC RA Mr. Ron Curtis, Bldg. 9, Room 115 to receive your PKI Reference Number and Authorization Code.

V. Download the Entrust software
a. From the browser of your choice, go to http://cne.gsfc.nasa.gov/application/cne_sppt_sw/; this is the CNE software download site

b. Scroll down until you see the Public Key Infrastructure (PKI) links.

c. Download the Instructions for installation of the software and read them!

d. Download the preferred software based on your computer operating system.

e. If you are running the Eudora client for email, download the corresponding plug in.

f. Install the software by following the instructions.
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