Code 300 Laptop Use and Security Policy 

1. Introduction 

This policy defines the usage guidelines and security requirements for laptop computers that are used to process or transport NASA - GSFC Project data. The fact that a laptop can easily be stolen, left somewhere, dropped and broken, and/or disconnected for long periods of time so virus updates and backups are missed, makes a laptop a higher security risk than a normal desktop computer.
The value of a laptop is defined as:

· The hardware value

· The software value 

· The data on the laptop

· The time and resources to create the laptop as a resource

The loss of a laptop resource, whether by theft or by viral infection, represents a significant loss of convenience to the laptop user. The loss could potentially slow down deliverable work. It also represents a loss of time for a SysAdmin, specifically the labor that is required to support the recreation of the resource, and the cost of that lost time to the contract.

If the laptop is stolen, the impact of the theft includes the ramifications of what the data stored on the laptop would mean to a person outside of the project. Quantification of the data stored on a stolen laptop is a required part of the Security Incident Report, and the Directorate is required to answer to NASA Security about the anticipated impact of loss, and the associated mitigation of risk.

2. Scope

This policy applies to all laptops performing NASA - GSFC work regardless of ownership or location, including the following:

· Contractor provided laptops

· Project provided laptops (GFE)

This policy applies to any laptop that connects to CNE through any of the following connections (hardwired, VPN, dial-up, or wireless):

· On-site at GSFC

· In contractor locations, e.g. Greenbelt, Lanham, etc.

· Through encrypted tunnels from other Centers
This policy is recommended, but not mandated, for use with home PCs, home laptops, Personal Digital Assistants (PDA) and memory media that contain NASA - GSFC data. Warning: If your Home PC or Laptop is involved in an Incident while using VPN, your VPN account will be locked out until the system in question has been mitigated and such proof is to be provided to the Center IT Security Manager.

3.   Security Requirements and User Responsibility

Laptop use and security requirements include:
· Virus Definitions must be kept up-to-date

· Operating System Patches must be kept up-to-date

· Vulnerability Scanning must be performed quarterly

· Backups must be performed at least every month

· Data Storage Restrictions apply, or encryption of the data is mandated
Table 1.  Summary of Laptop Operating System Support

	Laptop Operating System
	Virus Definition Files
	OS Patches
	Vulnerability Scanning
	Backups
	Encryption Option

	Windows
	McAfee – daily updates


	Automatic OS updates from Microsoft
	Foundscan, scheduled
	Memory 
	Entrust

PKI

	Macintosh
	McAfee – daily updates

Symantec- manual update
	Automatic OS updates from Apple
	Foundscan, scheduled 
	Retrospect
	Entrust

GPG


3.1 Virus Definition File Updates 

All computers that connect to CNE must be kept current with virus software and up-to-date virus definition files. New virus definition files are issued weekly, and sometimes even more frequently, based on virulent new strains of viruses. If a virus definition file is more than 2 weeks out of date, the protection on the PC is considered to be out-of-date and the PC is a hazard to the Network. 

3.2  Vulnerability Scanning and Patching

When a laptop is connected to CNE, it must be up-to-date with its vulnerability scanning. NASA requires quarterly vulnerability scans for all CNE-connected hosts, to determine what vulnerabilities exist on that host. The scans are based on viruses, worms and malicious activity on the Internet. The appropriate security patches must be applied to avoid becoming infected or getting hacked. 

When a laptop is connected to CNE, it must be up-to-date with its applied patches. Members of the Code 300 Helpdesk (301) 286-0695 can arrange to have the laptop scanned at any time to help bring it up to date. This helps prepare for the quarterly scans that are conducted at specific announced time periods. 

As part of the quarterly vulnerability scan, the laptop caretaker will be given the results and advised of any changes that are required for their computers. If a laptop demonstrates any security vulnerabilities, patches will be recommended and must be applied. Users must address any problems that are identified by the scanning process and make arrangements to have their computers rescanned. 
If a user does not implement a required fix, and submit the PC for a rescan, the DCSO/DCSE has the option to prevent access for the computer in question.
3.3 Operating System Patches
Operating System (OS) patches must be applied as they are made available.

Windows OS updates may be retrieved automatically from Microsoft. Macintosh OS patches are automatically retrieved from Apple. 
PatchLink is available to push system patches to each desktop and laptop. The PatchLink server senses a client heartbeat, and sends the client critical OS updates and virus definition files, or other “packages” that are critical for continued healthy operation. However, laptops must be connected to the CNE Network in order to receive the system patches and/or critical updates.
3.4 Backups

All laptops used on the CNE Network must be fully backed up at least once every month. It is the user’s responsibility to ensure the laptop computer is backed up. You may place your data on the file server Prowler under your own personal folder to ensure you have a back-up. The file server back-ups are performed weekly.
The backup may be performed externally to CNE, but the user must verify that the backup of NASA - GSFC data is available if the laptop is stolen, for security reporting purposes.
3.5 Data Storage Restrictions (Encryption Guidelines)
The following list of OSSMA-related data is considered to be critical and if this data is kept on a laptop, PDA, or memory transfer device, and that device is lost, the data could potentially cause great damage to NASA - GSFC security. Information on obtaining the encryption software PKI can be found at http://cne.gsfc.nasa.gov/security/pki.html.
Data stored on laptops that must be encrypted includes the following:
a. ITAR Data, examples include but are not limited to:

1. Spacecraft design and implementation data

2. Instrument command-associated data

3. Instrument design schematics

4. Instrument interface related data

b. Project Sensitive Data, examples include but are not limited to:

1. Network Infrastructure/Interface designs 

2. Security white papers

3. Vulnerability assessments and reports

4. Risk assessments

5. Security plans

6. Network diagrams

7. Contingency plans

8. Passwords

9. Proprietary data entrusted to the government

c. Operational Testing Data, examples include but are not limited to:

1. Test plans 

2. Test procedures 

3. Test results and analyses

d. Personally Identifiable Information (PII), examples include but are not limited to:

     1.  Social Security Number

     2.  Financial data

     3.  Personnel data
4. Physical Laptop Protection 
Protect your laptop from theft using the following practices:

1. Do not assume that your coworkers or building security will stop someone from taking your laptop. 
2. Don’t leave your laptop in the office overnight unless it’s in a locked file cabinet.

3. Don’t leave your laptop unattended when you are traveling.

4. Don’t leave your laptop in your car in plain sight. Put it in the trunk or take it with you.
5. Reporting Incidents 

Users should notify their System Admins, DCSO and/or DCSE on the effected systems immediately. Users should not modify the state of the system in any way, including powering the system down, removing network or power cables, removing external storage, stopping programs, starting programs, examining system logs, etc. Performing actions which modify the system state can destroy data needed for a successful investigation or prosecution. Failure to comply with the instructions on the interdiction banner can result in criminal charges.
As a user of NASA's GSFC IT resources, I understand that my signature acknowledges that I am responsible for adhering to the Code 300 Laptop Use and Security Policy.
______________________________________


_____________________

User’s Signature






 Date

______________________________________

User’s Print Name
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